


Screenshot of teach pendant + formatted code snippet on the side



Network (TCP Sockets)

File System

MODULE VulnWebServer

PROC main()

SocketCreate server;

SocketBind server, '0.0.0.0', 1234;

SocketListen server;

SocketAccept server, sock;

WHILE true DO

SocketReceive sock, \RawData:=data;

fileName := ParseCommand(data);

Open fileName, res;

ReadAndSendFile(\file:=res, \socket:=sock);

ENDWHILE

ENDPROC

ENDMODULE
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MODULE VulnWebServer

PROC main()

SocketCreate server;

SocketBind server, '0.0.0.0', 1234;

SocketListen server;

SocketAccept server, sock;

WHILE true DO

SocketReceive sock, \RawData:=data;

fileName := ParseCommand(data);

Open fileName, res;

ReadAndSendFile(\file:=res, \socket:=sock);

ENDWHILE

ENDPROC

ENDMODULE

Directory Traversal
Arbitrary File Access
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MOVE(20)

MOVE(50)

MOVE(stuff)

task 
program

network robot controller





call("StartCycle")

call("wait")
robot will wait

call(<any defined function>)

task 
program

network robot controller





1. Read data from the network
2. Write data to file

3. Load that file
as code
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Task program’s 
source code
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MoveJ point0
WaitTime 4
MoveL point1       
WaitTime 5
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Potential 
Vulnerabilities

Potentially 
Abused Features

Insecure Patterns
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