


Programming Industrial Robots

PROC main()
TPErase;
trapped := FALSE;
done := FALSE;
MoveAbs] p0@, v2000, fine, toolO;
WaitRob \ZeroSpeed;

CONNECT perslint WITH stopping;
IPers trapped, perslint;
CONNECT monitlint WITH monitor;
ITimer 0.1, monitlint;
WaitTime 1.0;
MoveAbsJ pl1, vmax, fine, tool0;
speed
ENDPROC




Programming Industrial Robots

Beyond Moving the Arms

MODULE VulnWebServer
PROC main () —
SocketCreate server;
SocketBind server, '0.0.0.0', 1234;
SocketListen server;
SocketAccept server, sock;

— Network (TCP Sockets)

WHILE true DO —
SocketReceive sock, \RawData:=data;
fileName := ParseCommand (data);
Open fileName, res; :}_ Eile Sgstemn
ReadAndSendFile (\file:=res, \socket:=sock);

ENDWHILE

ENDPROC
ENDMODULE
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Programming Industrial Robots

Proprietary Languages

RAPID

KRL

MELFA BASIC
AS

PDL2
PacScript
URScript
KAREL
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ABB
KUKA
Mitsubishi
Kawasaki
COMAU
DENSO

Universal-Robot
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Programming Industrial Robots: Features
Sensitive Features

Listing

ABB v v
KUKA 4

Mitsubishi v

Kawasaki

COMAU 4 Indirect
DENSO

Universal-Robot

FANUC v v
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Programming Industrial Robots: Features

Sensitive Features

File SYStem Load MOdUIe From File Ca” By
Listing Name
ABB v v v v

KUKA 4

Mitsubishi v

Kawasaki

COMAU 4 Indirect v 4
DENSO v v
Universal-Robot

FANUC v v v v
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Programming Industrial Robots: Features

Sensitive Features

Listing Name
ABB v v v v v

KUKA v v
Mitsubishi 4 v
Kawasaki v
COMAU 4 Indirect v v v
DENSO v v v
Universal-Robot v
FANUC v v v v v
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Industrial Robot Programming Languages

Sensitive Features

* The existence of such primitives is not (by itself) a security issue
 However..

* External I/O = untrusted input

* Sensitive resources (e.g., movement, |P)

Can vulnerabilities exist in IRPL programs?
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Industrial Robot Programming Languages

Taint—style Vulnerabilities

MODULE VulnWebServer
PROC main ()
SocketCreate server;
SocketBind server, '0.0.0.0', 1234;
SocketListen server;
SocketAccept server, sock;

WHILE true DO —
source <SocketReceive sock, \RawDataé;gE§§Z>
| fileName ParseCommand (data) ; Ehrectorg'TVaversa(
ik @f?ﬁ@mmer res;>  Arbitrary File Access
ReadAndSendFile (\file:=res, \socket:=sock);
ENDWHILE —
ENDPROC
ENDMODULE
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Other Vulnerabilities: Unrestricted Movement

network robot controller

deg = 20 MOVE (20)

deg = 50 MOVE (50)

deg = stuff MOVE (stuff)

ENRENREN

task
program
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Other Vulnerabilities: Unrestricted Movement

DEF external_movement()
DECL axis pos_cmd

eki_init("ExiHwInterface")
eki_open("EkiHwInterface")

LOOP
eki_getreal ("EkiHwInterface", "RobotCommand/Pos/#A1",
eki_getreal ("EkiHwInterface", "RobotCommand/Pos/#A2",
eki_getreal ("EkiHwInterface", "RobotCommand/Pos/#A3",
eki_getreal ("EkiHwInterface", "RobotCommand/Pos/#A4",
eki_getreal ("EkiHwInterface", "RobotCommand/Pos/#A5",
eki_getreal ("EkiHwInterface", "RobotCommand/Pos/#A6",

PTP joint_pos_cmd
ENDLOOP
END

pos_cmd.
pos_cmd.
pos_cmd.
pos_cmd.
pos_cmd.
pos_cmd.

al)
az2)
a3)
ad)
ab)
ab)
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Other Vulnerabilities: Arbitrary Function Execution

network robot controller
Funct = "StartCycle” call("StartCycle") Z

> >

Funct = "Wait" call("wait" . .
> ( ) robot will wait

Funct = <any...> call(<any defined function>)
> >
task

program
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Recap: Sources and Sinks

sensitive sources ‘ sensitive sinks

Robot Movement

File

File Handling (e.g., read)
Inbound communication
(e.g., network)

File Modification (e.g.,

write conﬂguration)

Teach Pendant (UI)

Call by Name
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A Word About Malicious Patterns

MODULE Dropper

PROC main_loop() Table 4: Examples of malicious patterns.
| ... variable declaration Case FEATURE Source SNk
! ... socket creation and initialization Information stealer Ezg}gzigi Coiiﬁl; :gﬁtﬁzﬁijﬁzxﬂz
Harvesting Dir. list — File
WHILE TRUE DO Dropper Download  Communication — File (code)
SocketReceive clientsock, \Str:=data; Execute File (code) — Call by name
name := ParseName(data)
Open diskhome + "/" + name + ".mod", f;
WHILE data DO 1. Read data from the network
SocketReceive clientsock, \Str:=rec; 2. Worite data to file
Write f, rec;
ENDWHILE
Load \Dynamic, diskhome \File:=name + ".mod"; 3. Load that file
: ) unc Yy name as code
ENDWHILE
ENDPROC
ENDMODULE
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A Static Source Code Analyzer for Industrial Robots Programming Languages

Overall Architecture

Movel point@
WaitTime 4

Movel pointl ~ >
WaitTime 5

Pa rsing

_D%Sﬁ_,

Task program’s
source code

——————

______

CFG

Generation

ICFG

. Generatio

n

RAPID parser

KRL parser
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e Potential
Vulnerabilities
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Potentially
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Abused Features
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"result": [
; Loop forever
"sources": [ $advance = 5
{ loop
"src_var": "joint_pos_cmd", elements_read = eki_hw_iface_get(joint_pos_tgt) Get new command from buffer if present
"source": "eki_getreal”, ptp joint_pos_tgt  _gtp PTP to most recent commanded position

"source_fn": "eki_hw_iface_get", enaloop

source_lLine_na 178, Note: EKI channels delete on reset or deselect of this program

source_filename”: “kuka_eki_hw_interface. ; See <ENVIRONMENT>Program</ENVIRONMENT> EKI config element

"src_var": "joint_pos_cmd", 1 eki_hw_iface_get
"source”: "eki_getreal”, i Tries to read most recent elemnt from buffer. g left unchanged if empty.
"source_fn": "eki_hw_iface_get", ] Returns number of elements read.
"source_line_no": ' ] effct int eki_hw_iface_get(joint_pos_cmd :out)
"source_filename": "kuka_eki_hw_interface. ] decl eki_status eki_ret
decl axis joimt_pos_cmd

"src_var": "joint_pos_cmd", ] if not $flagll] then
"source": "eki_getreal”, ] return @
"source_fn": "eki_hw_iface_get", ] endif
"source_line_no": 176, ]
"source_filename": "kuka_eki_hw_interface. 17¢ eki_ret = eki_checkbuffer("EkiHwInterface", "RobotCommand/Pos/@Al1")
] if eki_ret.buff == @ then
return @
"src_var": "j t_pos_cmd", ] endif
"source": "eki_getreal”, ]
"source_fn": "eki_hw_iface_get", ] eki_ret
"source_line_no": 179, ] eki_ret
"source_filename": "kuka_eki_hw_interface. ] eki_ret
] eki_ret
eki_ret
"src_var": "joint_pos_cmd", 18@ eki_ret
"source": "eki_getreal”, ]
"source_fn": "eki_hw_iface_get", ! return 1
"source_line_no": 180, ! endfct
"source_filename": "kuka_eki_hw_interface.

eki_getreal("EkiHwInterface", "RobotCommand/Pos/@A1", joint_pos_cmd.al)
eki_getreal("EkiHwInterface", "RobotCommand/Pos/@A2", joint_pos_cmd.a2)
eki_getreal("EkiHwInterface", "RobotCommand/Pos/@A3", joint_pos_cmd.a3)
eki_getreal("EkiHwInterface", "RobotCommand/Pos/@A4", joint_pos_cmd.ad)
eki_getreal("EkiHwInterface", "RobotCommand/Pos/@A5", joint_pos_cmd.a5)
eki_getreal("EkiHwInterface", "RobotCommand/Pos/@A6", joint_pos_cmd.a6)

"src_var": "joint_pos_cmd",
"source": "eki_getreal”,
"source_fn": "eki_hw_iface_get",
"source_line_no": 177,
"source_filename": "kuka_eki_hw_interface.
}

]!

"sink_wvar": "joint_pos_tgt",

"sink": "ptp",

"sink_fn": "kuka_eki_hw_interface",

"sink_line_no": 73,

"sink_filename": "kuka_eki_hw_interface.




Vulnerabilities in Publicly Available Programs

* Dataset of ABB RAPID and KUKA KRL programs

. Open source programs
. /\/\ostly educational or training or example code

* Dataset problem ®

e \We found vulnerabilities in:

10/22 (N4 with at least a source) RAPID
6/49 (/8 with at least a source) KRL
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Vulnerabilities in Publicly Available Programs

Detection Results

Network 2 Remote Dynamic code loading
Function Exec

Network = File 1 4 Unfiltered open file RobotApps Web Server
Access

Network = Arbitrary 13 34  Unrestricted Move Joint

Movement or Move to point

Detection Errors 2 12 Interrupts
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Vulnerabilities in Publicly Available Programs

Motion Servers as Cross-Platform Adapters

] ros-industrial / kuka_experimental © Watch 30 *star 96  YFork 107

<¢»Code () Issues 25 Il Pull requests 16 © Actions 1) Security  [:l Insights

A
ROS-INDUSTRIAL

Experimental packages for KUKA manipulators within ROS-Industrial (http://wiki.ros.org/kuka_experimental)

kuka ros-industrial urdf rsi ros-control
P 114 commits ¥ 2 branches 3 0 packages © O releases 42 13 contributors sz Apache-2.0
I
Branch: indigo-devel + New pull request Find file Clone or download ~
m gavanderhoorn readme: load badge from Kinetic devel job. +/ Latest commit 984e1f2 on Oct 14, 2019
B kuka_eki_hw_interface eki_hw_interface: add cmd buffer length limit to avoid overfeeding co... 17 months ago
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Defense and Remediation Approaches

Secure communication: hard to implement without |anguage support

Input validation: hard to fix — what to do when invalid input comes N’

Privilege separation: requires changes at the OS/runtime level

Code signing: probably 5-10 years to see wide adoption
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Conclusions

-
Vulnerabilities are a recurring case in IRPL applications (and the

Industry 4.0 paradigm exacerbates this)
\

f
Need of rehauling languages, including secure APls for common s

an

vulnerability-prone tasks (e.g., socket-controlled movement) .
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